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1. INSTALLATION

To begin using new Eldes Security app, you will have to:
visit Google Play store (Android) or App Store (i0S) and download the application

After you download it, please install the applcation on your smartphone
When the installation process is completed launch the app

2.REGISTRATION

You will be brought to the login screen and there you'll have to sign up (first time registration) or log in (if you have registered before).

[N O

Congratulations!

password password

New user registered. Further information will
be sent to NewAppUser@mail.com
+ Remember me re-type password

| Agree with

Terms and Conditions

Forgot password?

e an account ye? Sign-Up

E SECURITY SOLUTIONS © 2017
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After you sign up, go to your email (which has been indicated in the registration form), where you'll find the account confirmation link to confirm
the registration (if you can't see the link, please check SPAM or JUNK folders!). After confirmation process is done (you've followed the link), a
message on the confirmation page will appear.

@ https//3c-xa.mail.com

< ¥«

Please confirm your email

eldes

securityapp@eldesalarms.com

Hello,

has been registered in Eld
Please confirm your email by clicking this lnk
hitp/cloud.eldesalarms.com:8082/confirm/emall2
token=babe1d12.b497-412e-ba50-5704a0272710,

firm, you will have full access to your account and
al future notifcations will be sent o this emal address. Your email has been confirmed. Please

Have aice day! g0 to the mobile app to sign in

by Google

Configure everything with a help of our Eldes Utility programming software.

3.ENABLING ELDES SECURITY APP ON ALARM PANEL

In order to configure everything correctly, download Eldes Utility software from the link below and install it:
https://eldesalarms.com/product/eldes-utility-tool/

After installation is completed, launch Eldes Utility software and proceed with the following configuration:

Enable Eldes Cloud services option (switch the option ON). It may be done via Eldes Utility software: go to Cloud Services and enable Eldes
Cloud Services option; alternative method is to send an SMS command XXXX SMART:ON (substitute XXXX with your SMS password, eg.
1M SMART:ON ).

Choose the preferred communication method (select GPRS or LAN ). ! ATTENTION ! It is must to use SIM card for the first time registration to
App. After registration is complete, you can change it to LAN or leave it on GPRS.

Enter APN details if required by your mobile operator.
be turned ON.

Remember to save your changes by clicking on the option Write settings.

n PLEASE NOTE that Eldes Security app work/response delay time will be affected if SMS Notifications and CMS (ARC) section are
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4.LAUNCHING THE APP

Login

e-mal

username@gmail.com

password'

v Remember me

Forgot password?

rave an account yet? Sign-Up

When everything is done, open your application and sign in. In the Login page, please enter your email and password details, which you have

inscribed during the registration process.

You may also enable Remember me option to stay permanently logged in (until you opt to log out manually).

4.1. HOW TO RESET YOUR PASSWORD (IN CASE YOU‘VE FORGOTTEN IT)

In case you forgot your password, please click on the option Forgot password? to get a password reset link.

6% W 10:28

NewAppUser@mail.com
Please specify the email you
registered your account with. A
password reset link will be sent to
this email

Remember me e-mail

caneel
Forgot password?

Don't have an account yet? Sign-Up Sign'Up

URITY SOLUTIONS © 207
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Information

Reset link sent to
NewAppUser@mail.com.
Please check your email for further
information.
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After you've requested password reset link, go to your email and click on the password change link (if you can't see the link, please check SPAM or
JUNK folders!). After the password change process is done (i.e. you've followed the link), a message on the confirmation page will appear.

@& https:/3c-Ixa.mail.com,

< ¥«
Password reset
securityapp@eldesalarms.com

Hello,

You have requested to reset your password for Eldes Cloud

password, goto
hitp//cloud eldesalarms.com:8082/confirm/password/reset?
token=7e58a711-(8b3-432b-83dc-2(be5b515818,

Have a nice day!

5. ADDING DEVICE TO THE APP

6% 010:29 © O .11 86% W 10:29

eldes

type new password:

re-type new password Password successfully changed. Please

g0 to your mobile app to sign in.

Eldes Security app supports only these devices: ESIM384 (all versions) and Pitbull Alarm PRO (all versions); ESIM364 with firmware
version higher than V02.10.00; Pitbull Alarm (EPIR3) with firmware version higher than V01.02.00. We highly recommend you to

update any possessed device to the newest firmware version, in order to avoid any unexpected inconvenience.

Locations

No locations added yet

Please add new location by
pressing Add new location
button below

Add new location

< ul 37% @175

Add new location

location name
My new location

smart ID:

71EBBED1C8CFBIA953A050BB0S

or

’/' )
( 82 scansmartiD )
e 4

device phone number

+37060000001

Cancel

Upon the first login, you will see the screen option saying Add locations. Click on the option Add locations and you will be offered to add a new

device by filling in required details:
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* Location name - enter any name that you prefer.

* SmartID - enter smart ID of the device exactly as it is, WITHOUT any gaps in between symbols. Smart ID consists of 24 symbols and it can be
obtained from Eldes Utility software’s menu section Cloud Services.

* Scansmart ID - You may also choose to scan your smart ID.

n In order to see and scan the smart ID QR code, first you must enable Cloud Services option in Eldes Utility software’s configuration

* Device phone number— number of SIM card, inserted into device. The number is optional,thus it may be useful.

“ .l 7% @175

eldes

Congratulations! Congratulations!

Please wait, this may take a few
Device data successfully

Location added successfully! minutes.
synchronized

When you fill in all the required fields, click on Add and you will be notified by a message of successfully completed action. Then
wait for a couple of minutes, until the data between your newly added device and the app synchronizes.

IN CASE OF UNSUCCESSFUL ATTEMPT TO ADD DEVICE, please check the following:

The Cloud Services option is disabled on your Eldes device;

The adding process was interrupted and not all data was uploaded to server;
Eldes device does not have access to mobile data network;

Mobile data services are not ordered on the SIM card, inserted into device;
The GPRS settings are wrong (APN, Username, Password);

The GSM antenna is not connected or connected improperly;

3G Sim card is used while device only supports 2G network;

The PIN code requirement is enabled on the SIM card;

The device is in place with low GSM signal.

After the location is added, you will be prompted for the correct User PIN code — this request will allow you to access configuration of the device
(to enter the Main menu'’s screen) and configure it according to your needs.

NOTE about User code: the system supports numeric codes, identified as User code, allowing to carry out system arming/ disarming as well as
minor system configuration and control. User code partition determines which system partition (-s) can be armed/disarm using a certain user
code. Also, user code must be assigned to the same partition as the keypad (if wired/wireless keypad is used) in order to arm/ disarm the system
by keypad.
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6.INSIDE THE MAIN MENU (Overview)

On the Main menu'’s screen you will find the following sections and information:
Home - device control.

Location - manage locations (add new devices (up to 10) or remove any unnecessary device).
Users - manage users (add new users (up to 10) or remove any of them).
My Profile - view or edit your profile (change email or password; delete account).

Settings - manage additional settings (select the device you wish to control; change your language; enable or disable push notifications; select or
unselect those events you'd like to receive via push notifications (if these events occur)).

Logout — log out from the app (ends user’s session).

Information (above all sections):

Current user’s account status (Master user or simple user) and user’s email address (account holder’s email).

Information (below all sections):
My new location - clicking on the drop-down menu let you choose which location’s notifications you will see.

View all - allows you to see all available notifications from every added device in one place. Pay attention that when you enter the notification
mode View all, the layout of Main screen’s sections will differ (you will see a thin line with small icons in the upper part of your smartpone’s screen;
check images below):

Ol 45 “ al 28%817:52

newappuser@mail.com
Status: user account

o €4 Filter by location View all

@ @ B}

Locations Settings 2017010110617

Periodicalinfo

=8 B

My profile Logout

System

201710101100

periodical info

€, Filter by location View all Trouble

Alarms

Zone DuruMagnetas alarm

System Battery dead or missing
2017112011000

Periodical info

Trouble

Alarms

2017.11.18 0833145

Zone DuruMagnetas alarm Trouble
2017.01.01 00:00:13
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6.1. HOME section

Device control section, named Home, is divided into 4 parts: Areas, Temperature, Automation and Notifications (please find the description
below images).

“ il 28%817:52

My new location Q € o [:3

My new location

To arm or disarm specific
area swipe the button

Filter by location View all
Controll1

controz
controns

Trouble
contro

Trouble

periodical Info

KITCHEN

Status:

BEDROOM
Status:

Battery

Trouble
GARAGE
Status;

Bell failure

ble

01000013

e Trof
207

Temperature  Automation  Notifications

Temperature  Automation  Notifications.

Areas - allows user to arm, stay arm, disarm system'’s partitions and bypass violated zones;

Temperature - allows user to check the current temperature value of the selected temperature sensor(s);

Automation - allows user to control all available PGM outputs (turn them ON or OFF);

Notifications - allows user to check the system log of the currently selected location and all various notifications concerning this location. These

notifications may also be chosen from the list and the users menu. Additionally, user may go directly to the list of all locations to control another
device ( the location’s icon is in the upper right corner).

Starting from version v2.1.0, when entering Home menu, you will see Video section instead of Notifications section (the later will still
be available on the main screen of your application).

6.2. LOCATIONS section
Under Locations section you will find the list of all added devices. Please look at the image below:

[i]

My locations

My new location

KORIDORIVS

Pitbull@work

E
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In this section you will see the following information:

Location name - the name of the selected device (i.e. location);

Partitions list - the listing of all available partitions (1in Pitbull Alarm/Pitbull Alarm PRO, up to 4 in ESIM364/ESIM384);

The actual status of these partitions — armed (red padlock icon) or disarmed (green padlock icon);

Image - a predefined image or an uploaded photo from your smartphone’s gallery, that will help to recognize the location or make it colourful);
The exclamation mark icon on top of the location’s image place - indicates that some issues have occurred (or the system has caused an alarm);

The plus option (+ sign) in the upper right corner - if you wish to add more devices (up to 10), you'll need to click on the plus (+) button/option
to add a new location (i.e. a new device). Then enter all required details of your new device (keep in mind that you can encounter all the necessary
information in our software Eldes Utility).

Settingsicon @ - if you wish to adjust settings of a certain location, you need to click on the settings icon right to the name of that location. When
you do that, an additional settings menu will open, where you will see and be able to change the following:

Device IMEI - 15-digit IMEI number;

Device model — ESIM364, ESIM384, Pitbull Alarm or Pitbull Alarm PRO;

Device firmware version - the current firmware version;

Status indicates whether device is online or offline;

GSM signal strength - a scale indicating whether the signal is good or low;

Battery status — OK or Bad;

< Location settings

Location settings

Location settings

Device model

Location name Device fomware.varston Attention!

My new locatio Status
D0 you want to delete My new
location? This location will no longer
be available to you or any other user
of your account

GSM signal strength

Location phone number
437069565195

Battery Status

Image
Photo

caneet

Change

Temperatures
Device IMEI 353386065711653
Device model ESIM384
Automation
Device firmware version V01.01.02
status

GSM signal strength igratedevice

Battery Status

Delete location

Location name - you may change it;

Location phone number - you may change it as well;

Image - choose the preferred image;

Areas - see names of all active areas (i.e. Partitions), and select a preferred individual image for each of those areas;
Temperatures - view the current temperature value of the predetermined temperature sensor(s));

Automation - view the list of all available PGM outputs;

Delete location — an option to remove the current device from your application’s list of controlled devices;

Migrate device (see explanation below):
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Migrate device offers an opportunity to transfer device to different account. In order to make it happen, you simply have to enter an existing email
address (mandatory) and a short text message (optional). Then click on Migrate button and you will see a warning message. If you haven't changed
your mind — tap on the Migrate button again and the action will be completed (to cancel migration process, click on Cancel option). Take a look at
some visual examples below:

Migrate device

Attention!
User with this email 2

email ad

anotheruser@gmail.com
eruser@gmail.com, a
message figrated device will be

I would like to offer you my
rights to control this device

— Cancel Migrate

6.3. USERS section

In the Users section, you will find the following information:

Account users — shows the list of users that are allowed to control the alarm system.

Status — status of individual user's account (Active/Inactive).

Add new user — allows to add new users (up to 10) or remove any of them.

The latter option will be explained with more details.

To add a new user, click on the option Add new user and fill all the mandatory details:

Username; email address; password; re-type password.

Also, you will have to choose the initial User status (by default - active) and Assign location, which will be available for this user's control (by

default — disabled). After all fields are filled in and options selected, click on Add button to continue or Cancel (in case if you have changed your
decision to add a new user).
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Take a look at some visual examples below:

Account users

Add new account user

username

Another user

@gmail.com

re-type password

9 User status

Assign location

B
Assign location

My new location

Congratulations!

| system

PaGoTenka

Cancel

Please keep in mind that ONLY Master user (j.e. Main account's Administrator) is able to manage users: add new users (up to 10)

and permit them to use a certain active Location (i.e. Device). Note that newly created Users are NOT able to add new Locations
themselves.

To delete an existing user, click on his username and scroll to the bottom of the screen, where you will find an option Delete user — click on it and

you'll see a warning message. To confirm the action, click on the Delete user button again (to cancel the process, click on Cancel option). Take a
look at some visual examples below:
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Another user Another user Another user

Username
Another user

Attention!

User was deleted

Are you sure you want to delete this
user? Al user's information will be

lost.

User status

Email address
anotheruser@gmail.com

Password

Registration date
2017.10.11 14:56

Last visit date
Not visited yet

6.4. MY PROFILE section

When you enter My Profile section, the following information will appear:

Account status — shows whether you are a Master user (Administrator) or a simple user.

Email address — account holder’s email address (can be changed by pressing on the pencils icon).
Password — account holder’s email address (can be changed by pressing on the pencils icon).
Last visit date - indicates the latest date when the account holder has logged into the application.
Registration date - indicates the date when the account holder started using the application.

Delete account - an option to completely remove the current device.

The latter option will be explained with more details:

In case if you wish to delete your account, please click on option Delete account (at the bottom of the screen) and you will see a warning message.
If you haven't changed your mind — tap on the Delete account button again and the action will be completed (to cancel the process, click on Cancel
option).

n THE “DELETE ACCOUNT” OPERATION IS NON-REVERSIBLE!
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Take a look at some visual examples below:

47% @ 16:45

Profile Profile

Account status Choose a new password

new password
Email address.
NewAppUser@mail.com

Password

Last visit date
2017.11.20 14:44

Cancel

Reset password

Delete account

Profile Profile

Success! Attention!

Password successfully changed you w: delete your account?
rmation including nt

° users and locations will be lost.
Cancel Delete

6.5. SETTINGS section

When you enter Settings section, the following information will appear:

Language — allows to change the default language (English) to your preferred language.

Home screen — offers to select which device will be available for control, i.e. when you enter the Home section.

Push notifications — allows you to enable/disable push notifications; when this option is ON, you may choose (tick) those separate notifications
which you want or don’t want to be aware of. Please pay attention — if you make any changes concerning this Push notifications option, then
you MUST click on the Apply button — otherwise you changes will not be saved. Take a look at some visual examples on the following page:
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B

< Settings

@ Language Select language
English

Lietuviy
@ Home screen

English

o Push notifications Pycckuit

on

Espariol
My new location

Frangais
Alarms

Italiano
Arm / Disarm

Trouble (Fault) Cancel Select

Tampers

Settings Settings

Language
My new location English

v | Alarms Home screen

My new location
<] Arm/ Disarm

Push notifications

v | Trouble (Fault) off

v | Tampers

Cancel

v| wireless

v| system

PaGoTenka

Cancel

6.6. LOGOUT section

Whenever you wish to end your session and completely exit the application — click on that section’s Logout icon and you will see a warning mes-

sage. If you haven't changed your mind — tap on the Loegout button again and the action will be completed ( to cancel the process, click on Cancel
option).
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